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Information Management

INFORMATION MANAGEMENT HARNESSES SCATTERED
DATA

Chapter 2

Information Management
• Information Management
– The use of IT tools and methods to collect, process,
consolidate, store, and secure data from sources that are
often fragmented and inconsistent.

– Why a continuous plan is needed to guide, control, and
govern IT growth.

– Information management is critical to data security

and compliance with continually evolving regulatory
requirements, such as the Sarbanes-Oxley Act, Basel III,
the Computer Fraud and Abuse Act (CFAA), the USA
PATRIOT Act, and the Health Insurance Portability and
Accountability Act (HIPAA).
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• Data Silos

– Stand alone data stores not accessible by other
information systems that need data, cannon
consistently be updated.

– Exist from a lack of IT architecture, only support
single functions, and do not support crossfunctional needs.
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• Key Performance Indicators (KPIs)
– These measures demonstrate the effectiveness of a

business process at achieving organizational
goals.
– Present data in easy-to-comprehend and
comparison-ready formats.

KPI examples: current ratio; accounts payable turnover;
net profit margin; new followers per week; cost per lead;
order status.
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Figure 2.4 Data (or information) silos are ISs that do not have the capability to
exchange data with other ISs, making timely coordination and communication across
functions or departments difficult.
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Information Management
• Reasons information shortages are still a problem
–
–
–
–
–

Data Silos
Lost of bypassed data
Poorly designed interfaces
Nonstandardized data formats
Cannot hit moving targets
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Information Management
Global, mobile
workforce
62% of the workforce
works outside an office
at some point. This
number is increasing.

Mobility-driven
consumerization
Growing number of cloud
collaboration services.

Principle of “any”
Growing need to connect
anybody, anytime,
anywhere on any device
Figure 2.5 Factors that are increasing demand for collaboration technology.
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• Obvious benefits of information management
– Improves decision quality
– Improves the accuracy and reliability of
management predictions
– Reduces the risk of noncompliance
– Reduces time and cost
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Information Management
Explain information management.

Information management is the use of IT tools and methods to collect, process,
consolidate, store, and secure data from sources that are often fragmented and
inconsistent. A modern organization needs to manage a variety of information which
goes beyond the structured types like numbers and texts to include semi-structured
and unstructured contents such as video and sound. The digital library includes
content from social media, texts, photos, videos, music, documents, address books,
events, and downloads. Maintaining—updating, expanding, porting—an organization’s
digital library’s contents on a variety of platforms is the task of Information
Management. Specifically, Information Management deals with how information is
organized, stored, and secured, and the speed and ease with which it is captured,
analyzed and reported.
Why do organizations still have information deficiency problems?

Over many decades, changes in technology and the information companies require,
along with different management teams, changing priorities, and increases or
decreases in IT investments as they compete with other demands on an
organization’s budget, have all contributed. Other common reasons include: data
silos (information trapped in departments’ databases), data lost or bypassed during
transit, poorly designed user interfaces requiring extra effort from users, nonstandardized data formats, and fast-moving changes in the type of information
desired, particularly unstructured content, requiring expensive investments.
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What is a data silo?

A data silo is one of the data deficiencies that can be addressed. It refers to
the situation where the databases belonging to different functional units
(e.g., departments) in an organization are not shared between the units
because of a lack of integration. Data silos support a single function and
therefore do not support the cross-functional needs of an organization. The
lack of sharing and exchange of data between functional units raises issues
regarding reliability and currency of data, requiring extensive verification to
be trusted. Data silos exist when there is no overall IT architecture to guide
IS investments, data coordination, and communication.
Explain KPIs and give an example.

•

KPIs are performance measurements. These measures demonstrate
the effectiveness of a business process at achieving organizational
goals. KPIs present data in easy-to-comprehend and comparison-ready
formats. KPIs help reduce the complex nature of organizational
performance to a small number of understandable measures.

•

Examples of key comparisons are actual vs. budget, actual vs.
forecasted, and this year vs. prior years.
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What three factors are driving collaboration and information sharing?

•
•
•
•

Forrester (forrester.com) identified three factors driving the trend toward
collaboration and information sharing technology. These are:
Global, mobile workforce (a growing number of employees telecommute)
Mobility-driven consumerization (cloud-based collaboration solutions are on the
rise)
Principle of any (there is growing need to connect anybody anytime anywhere and
on any device)

What are the business benefits of information management?

•
•
•
•
•

The following four benefits have been identified:
Improves decision quality (due to timely response using reliable data)
Improves the accuracy and reliability of management predictions (“what is going
to happen” as opposed to financial reporting on “what has happened.”)
Reduces the risk of noncompliance (due to improved compliance with regulation
resulting from better information quality and governance), and
Reduces the time and cost of locating relevant information (due to savings in
time and effort through integration and optimization of repositories)
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Enterprise Architecture and Data
Governance
• Enterprise architecture (EA)

– The way IT systems and processes are
structured.
– Helps or impedes day-to-day operations and
efforts to execute business strategy.
– Solves two critical challenges: where are we
going; how do we get there?

Chapter 2

Enterprise Architecture and Data
Governance
• Strategic Focus
– IT systems’ complexity
– Poor business alignment
• Business and IT Benefits of EA
– Cuts IT costs; increases productivity with
information, insight, and ideas
– Determines competitiveness, flexibility, and IT
economics

– Aligns IT capabilities with business strategy to

grow, innovate, and respond to market demands
– Reduces risk of buying or building systems and
enterprise apps

Chapter 2

Enterprise Architecture and Data
Governance

Business
Architecture

Application
Architecture

Data
Architecture

Technical
Architecture
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• Enterprise-wide Data Governance

– Crosses boundaries and used by people through
the enterprise.

– Increased importance through new regulations
and pressure to reduce costs.

– Reduces legal risks associated with unmanaged
or inconsistently managed information
Dependent on Governance
Food
Industry

Financial
Services
Industry

Healthcare
Industry
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Enterprise Architecture and Data
Governance
• Master Data & Management (MDM)

– Creates high-quality trustworthy data:
• Running the business with transactional or
operational use
• Improving the business with analytic use

– Requires strong data governance to manage
availability, usability, integrity, and security.
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Enterprise Architecture and Data
Governance
• Politics: The People Conflict

– Cultures of distrust between technology and
employees may exist.
– Genuine commitment to change can bridge the

divide with support from the senior management.

– Methodologies can only provide a framework,
not solve people problems

Chapter 2

Enterprise Architecture and Data
Governance
Explain the relationship between complexity and planning. Give an example.

•

•

As enterprise information systems become more complex, the
importance of long-range IT planning increases dramatically.
Companies cannot simply add storage, new apps, or data
analytics on an as needed basis and expect those additions to
work with the existing systems.
The relationship between complexity and planning is easier to
see in physical things such as skyscrapers and transportation
systems. If you are constructing a simple cabin in a remote area,
you do not need a detailed plan for expansion or to make sure
that the cabin fits into its environment. If you are building a
simple, single-user, non-distributed system, you would not need
a well-thought out growth plan either. Therefore, it is no longer
feasible to manage big data, content from mobiles and social
networks, and data in the cloud without the well-designed set of
plans, or blueprint, provided by EA. The EA guides and controls
software add-ons and upgrades, hardware, systems, networks,
cloud services, and other digital technology investments.
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Enterprise Architecture and Data
Governance
Explain enterprise architecture.

•

•
•
•
•

Enterprise architecture (EA) is the way IT systems and processes are
structured. EA is an ongoing process of creating, maintaining, and
leveraging IT. It helps to solve two critical challenges: where an
organization is going and how it will get there. EA helps, or impedes,
day-to-day operations and efforts to execute business strategy.
There are two problems that the EA is designed to address:
IT systems’ complexity. IT systems have become unmanageably complex
and expensive to maintain.
Poor business alignment. Organizations find it difficult to keep their
increasingly expensive IT systems aligned with business needs.
EA is the roadmap that is used for controlling the direction of IT
investments and it is a significant item in long-range planning. It is the
blueprint that guides the build out of overall IT capabilities consisting of
four sub-architectures (see question 3). EA defines the vision,
standards, and plan that guide the priorities, operations, and
management of the IT systems supporting the business.
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Enterprise Architecture and Data
Governance
What are the four components of EA?

•
•
•
•
•

The four components are:
Business Architecture (the processes the business uses to meet its goals);
Application architecture (design of IS applications and their interactions);
Data architecture (organization and access of enterprise data);
Technical architecture (the hardware and software infrastructure that supports
applications and their interactions)

What are the business benefits of EA?

•

EA cuts IT costs and increases productivity by giving decision makers access to
information, insights, and ideas where and when they need them.

•

EA determines an organization’s competitiveness, flexibility, and IT economics for
the next decade and beyond. That is, it provides a long-term view of a company’s
processes, systems, and technologies so that IT investments do not simply fulfill
immediate needs.
EA helps align IT capabilities with business strategy—to grow, innovate, and
respond to market demands, supported by an IT practice that is 100 percent in
accord with business objectives.

•
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Enterprise Architecture and Data
Governance
How can EA maintain alignment between IT and business strategy?

EA starts with the organization’s target–where it is going—not
with where it is. Once an organization identifies the strategic
direction in which it is heading and the business drivers to which
it is responding, this shared vision of the future will dictate
changes in business, technical, information, and solutions
architectures of the enterprise, assign priorities to those
changes, and keep those changes grounded in business value.
EA guides and controls software add-ons and upgrades,
hardware, systems, networks, cloud services, and other digital
technology investments which are aligned with the business
strategy.
What are the two ways that data are used in an organization?
Data are used in an organization for running the business
(transactional or operational use) and for improving the
business (analytic use.)

Chapter 2

Enterprise Architecture and Data
Governance
What is the function of data governance?

•

Data governance is the process of creating and agreeing to standards and requirements for
the collection, identification, storage, and use of data. The success of every data-driven
strategy or marketing effort depends on data governance. Data governance policies must
address structured, semi-structured, and unstructured data (discussed in Section 2.3) to
ensure that insights can be trusted.

•

Data governance allows managers to determine where their data originates, who owns them,
and who is responsible for what—in order to know they can trust the available data when
needed. Data governance is an enterprise-wide project because data cross boundaries and
are used by people throughout the enterprise.

Why has interest in data governance and MDM increased?

As data sources and volumes continue to increase, so does the need to manage data as a strategic
asset in order to extract its full value. Making business data consistent, trusted, and accessible
across the enterprise is a critical first step in customer-centric business models. With appropriate
data governance and MDM, managers are able to extract maximum value from their data,
specifically by making better use of opportunities that are buried within behavioral data. Strong
data governance is needed to manage the availability, usability, integrity, and security of the data
used throughout the enterprise so that data are of sufficient quality to meet business needs.
What role does personal conflict or politics play in the success of data governance?

There may be a culture of distrust between technology and employees in an organization. To
overcome this, there must be a genuine commitment to change. Such a commitment must come
from senior management. A methodology, such as data governance, cannot solve people problems.
It only provides a framework in which such problems can be solved.
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Information Systems: The Basics
• DATA, INFORMATION, & KNOWLEDGE

– Raw data describes products, customers,
events, activities, and transactions that are
recorded, classified, and stored.

– Information is processed, organized, or put into
context data with meaning and value to the
recipient.

– Knowledge is conveyed information as applied to
a current problem or activity.
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Information Systems: The Basics
• DATA, INFORMATION, & KNOWLEDGE
– Raw data describes products, customers, events,
activities, and transactions that are recorded,
classified, and stored.

Data

Information

Knowledge
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Figure 2.8 Input-processing-output model.
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• Transaction Processing Systems (TPS)

– Internal transactions: originate or occur within the
organization (payroll, purchases, etc.).

– External transactions: originate outside the
organization (customers, suppliers, etc.).
– Improve sales, customer satisfaction, and reduce
many other types of data errors with financial
impacts.
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• Batch v. Online Real-Time Processing

– Batch Processing: collects all transactions for a
time period, then processes the data and
updates the data store.
– OLTP: processes each transaction as it occurs
(real-time).
– Batch processing costs less than OLTP, but may
be inaccurate from update delays.

Chapter 2

Information Systems: The Basics
• Management Information Systems (MIS)

– General-purpose reporting systems that provide
reports to managers for tracking operations,
monitoring, and control.

Periodic: reports created or run according to a pre-set
schedule.

Exception: generated only when something is outside
designated parameters.

Ad Hoc, or On Demand: unplanned, generated as
needed.
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Information Systems: The Basics
• Decision Support Systems (DSS)
– Interactive applications that support decision

making.
– Support unstructured and semi-structured
decisions with the following characteristics:

1. Easy-to-use interactive interface
2. Models or formulas that enable sensitivity
analysis
3. Data from multiple sources
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Information Systems: The Basics
• Transaction Issues
– Huge database transactions causes instability
– constant use or updates.
– Makes databases impossible for complex
decision making and problem-solving tasks.
Data is loaded to a data warehouse where ETL
(Extract, Transform, and Load) is better for analysis.

Chapter 2

Business Process Management and
Improvement
Contrast data, information, and knowledge.

•

•
•
•
•

•

Data, or raw data, refers to a basic description of products,
customers, events, activities, and transactions that are
recorded, classified, and stored. Data are the raw material from
which information is produced and the quality, reliability and
integrity of the data must be maintained for the information to
be useful.
Information is data that has been processed, organized, or put
into context so that it has meaning and value to the person
receiving it.
Knowledge consists of data and/or information that have been
processed, organized, and put into context to be meaningful,
and to convey understanding, experience, accumulated learning,
and expertise as they apply to a current problem or activity.
Define TPS and give an example.

Chapter 2

Business Process Management and
Improvement
Define TPS and give an example.
•
Transaction processing systems are designed to process specific types of data input
from ongoing transactions. TPSs can be manual, as when data are typed into a form on
a screen, or automated by using scanners or sensors to capture data.
•
•
Organizational data are processed by a TPS--sales orders, payroll, accounting, financial,
marketing, purchasing, inventory control, etc. Transactions are either:
•
Internal transactions: Transactions that originate from within the organization or that
occur within the organization. Examples are payroll, purchases, budget transfers, and
payments (in accounting terms, they’re referred to as accounts payable).
•
External transactions: Transactions that originate from outside the organization, e.g.,
from customers, suppliers, regulators, distributors, and financing institutions.
•
•
TPSs are essential systems. Transactions that do not get captured can result in lost
sales, dissatisfied customers, and many other types of data errors having financial
impact. For example, if accounting issues a check as payment for an invoice (bill) and
that check is cashed, if that transaction is not captured, the amount of cash on the
financial statements is overstated, the invoice continues to show as unpaid, and the
invoice may be paid a second time. Or if services are provided, but not recorded, the
company loses that service revenue.
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Business Process Management and
Improvement
When is batch processing used?

Batch processing is used when there are multiple transactions
which can be accumulated and processed at one time. These
transactions are not as time sensitive as those that need to be
processed in real time. The transactions may be collected for a day,
a shift, or over another period of time, and then they are processed.
Batch processing often is used to process payroll in a weekly or biweekly manner. Batch processing is less costly than real-time
processing.
When are real-time processing capabilities needed?

Online transaction processing (OLTP), or real-time processing, is
used when a system must be updated as each transaction occurs.
The input device or website for entering transactions must be
directly linked to the transaction processing system (TPS). This type
of entry is used for more time sensitive data, such as reservation
systems in which the user must know how many seats or rooms are
available.

Chapter 2

Business Process Management and
Improvement
Explain why TPSs need to process incoming data before they are stored.
•
Processing improves data quality, which is important because reports and decisions are only as good as the data they are based on. As data is collected or captured, it is validated to detect and correct
obvious errors and omissions.
•

Data errors detected later may be difficult to correct or time-consuming. You can better understand the difficulty of detecting and correcting errors by considering identity theft. Victims of identity theft face
enormous challenges and frustration trying to correct data about them.

Define MIS and DSS and give an example of each.
•
General purpose reporting systems are referred to as management information systems (MIS). Their objective is to provide reports to managers for tracking operations, monitoring, and control.
•
•
MIS is used by middle managers in functional areas and provides routine information for planning, organizing, and controlling operations. Types of reports include:
•
Periodic: reports created to run according to a pre-set schedule, such as daily, weekly, and quarterly.
•
•
Exception: reports generated only when something is outside the norm, either higher or lower than expected. An example might be increased sales in a hardware store prior to a hurricane.
•
Ad hoc, or on demand, reports are unplanned reports generated as needed.
•
•
Decision support systems (DSS) are interactive applications that support decision making. Configurations of a DSS range from relatively simple applications that support a single user to complex enterprisewide systems. A DSS can support the analysis and solution of a specific problem, to evaluate a strategic opportunity, or to support ongoing operations. These systems support unstructured and semistructured decisions, such as whether to make-or-buy-or-outsource products, or what new products to develop and introduce into existing markets.
•
Decision support systems are used by decision makers and managers to combine models and data to solve semi-structured and unstructured problems with user involvement.
•
•
To provide such support, DSSs have certain characteristics to support the decision maker and the decision making process.
•
•
Three defining characteristics of DSSs are:
•
an easy-to-use interactive interface
•
models that enable sensitivity analysis, what if analysis, goal seeking, and risk analysis
•
data from multiple sources - internal and external sources plus data added by the decision maker who may have insights relevant to the decision situation.
•
•
Having models is what distinguishes DSS from MIS. Some models are developed by end users through an interactive and iterative process. Decision makers can manipulate models to conduct experiments
and sensitivity analyses, such as what-if, and goal-seeking. What-if analysis refers to changing assumptions or data in the model to see the impacts of the changes on the outcome. For example, if sales
forecasts are based on a 5 percent increase in customer demand, a what if analysis would replace the 5 percent with higher and/or lower demand estimates to determine what would happen to sales if
the demands were different. With goal seeking, the decision maker has a specific outcome in mind and needs to figure out how that outcome could be achieved and whether it’s feasible to achieve that
desired outcome. A DSS also can estimate the risk of alternative strategies or actions.
•
•
California Pizza Kitchen (CPK) uses a DSS to support inventory decisions. CPK has 77 restaurants located in various states in the U.S. Maintaining inventory of all restaurants at optimal levels was
challenging and time-consuming. A DSS has made it easy for the managers to keep records updated and make decisions. Many CPK restaurants increased sales by 5 percent after implementing a DSS.
1.

Why are databases inappropriate for doing data analysis?
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Define MIS and DSS and give an example of each.
•
General purpose reporting systems are referred to as management information systems (MIS). Their objective is to provide reports to
managers for tracking operations, monitoring, and control.
•
•
•
•
•

•

MIS is used by middle managers in functional areas and provides routine information for planning, organizing, and controlling
operations. Types of reports include:
Periodic: reports created to run according to a pre-set schedule, such as daily, weekly, and quarterly.
Exception: reports generated only when something is outside the norm, either higher or lower than expected. An example might be
increased sales in a hardware store prior to a hurricane.
Ad hoc, or on demand, reports are unplanned reports generated as needed.
Decision support systems (DSS) are interactive applications that support decision making. Configurations of a DSS range from relatively
simple applications that support a single user to complex enterprise-wide systems. A DSS can support the analysis and solution of a
specific problem, to evaluate a strategic opportunity, or to support ongoing operations. These systems support unstructured and semistructured decisions, such as whether to make-or-buy-or-outsource products, or what new products to develop and introduce into
existing markets.
Decision support systems are used by decision makers and managers to combine models and data to solve semi-structured and
unstructured problems with user involvement.

•

To provide such support, DSSs have certain characteristics to support the decision maker and the decision making process.

•
•
•
•

Three defining characteristics of DSSs are:
an easy-to-use interactive interface
models that enable sensitivity analysis, what if analysis, goal seeking, and risk analysis
data from multiple sources - internal and external sources plus data added by the decision maker who may have insights relevant to the
decision situation.

Chapter 2

Business Process Management and
Improvement
•

Having models is what distinguishes DSS from MIS. Some models are developed by end users
through an interactive and iterative process. Decision makers can manipulate models to conduct
experiments and sensitivity analyses, such as what-if, and goal-seeking. What-if analysis refers to
changing assumptions or data in the model to see the impacts of the changes on the outcome.
For example, if sales forecasts are based on a 5 percent increase in customer demand, a what if
analysis would replace the 5 percent with higher and/or lower demand estimates to determine
what would happen to sales if the demands were different. With goal seeking, the decision maker
has a specific outcome in mind and needs to figure out how that outcome could be achieved and
whether it’s feasible to achieve that desired outcome. A DSS also can estimate the risk of
alternative strategies or actions.

•

California Pizza Kitchen (CPK) uses a DSS to support inventory decisions. CPK has 77 restaurants
located in various states in the U.S. Maintaining inventory of all restaurants at optimal levels was
challenging and time-consuming. A DSS has made it easy for the managers to keep records
updated and make decisions. Many CPK restaurants increased sales by 5 percent after
implementing a DSS.

Why are databases inappropriate for doing data analysis?
•
Databases are used for recording and processing transactions. Due to the number of
transactions, the data in the databases are constantly in a state of change making it difficult to
use for complex decision making.
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Data Centers, Cloud Computing, and
Virtualization
• IT Infrastructures
– On-premises (Located) data centers
– Virtualization
– Cloud Computing

Chapter 2

Data Centers, Cloud Computing, and
Virtualization
• Data Centers
– Large numbers of network servers used for the
storage, processing, management, distribution,
and archiving of data, systems, Web traffic,
services, and enterprise applications.
National Climatic Data Center
U.S. National Security Agency
Apple
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Data Centers, Cloud Computing, and
Virtualization
• Business is Reliant (depended) Upon data

– Uber (car-hailing service)
• Users flooded social media with complaints.

– WhatsApp (smartphone text-messaging

service)
• Competition added 2 million new registered
users within 24 hours of WhatsApp outage
(a record).
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Data Centers, Cloud Computing, and
Virtualization
• Unified Data Center
– Cisco’s single solution integrating computing,
storage, networking, virtualization, and
management into a single (unified) platform.

– Virtualization gives greater IT flexibility and
cutting costs:
• Instant access to data any time in any
format

• Respond faster to changing data analytic
needs

• Cut complexity and cost

Chapter 2

Data Centers, Cloud Computing, and
Virtualization
Unified Data Center compared to traditional data
integration and replication methods:

Greater
Agility

Streamlined
Approach

Better
Insight
(Vision,
Undrestan
ding)
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Data Centers, Cloud Computing, and
Virtualization
• What is “The Cloud”?
– A general term for infrastructure that uses
the Internet and private networks to
access, share, and deliver computing
resources.

– Scalable delivery as a service to endusers over a network.
– Should be approached with greater diligence
than other IT decisions as a new technology
including Vendor Management and

Service-Level Agreements.

Chapter 2

Data Centers, Cloud Computing, and
Virtualization
• Service-Level Agreements
– A negotiated agreement between a
company and service provider that can be
a legally binding contract or an informal
contract.

– The goal is not building the best SLA

terms, but getting the terms that are
most meaningful to the business.

Chapter 2

Data Centers, Cloud Computing, and
Virtualization
• Types of Clouds
– Private Cloud: Single-tenant environments
with stronger security and control
(retained) for regulated industries and
critical data.
– Public Cloud: Multiple-tenant virtualized
services utilizing the same pool of servers
across a public network (distributed).

Chapter 2

Data Centers, Cloud Computing, and
Virtualization
• Cloud Infrastructure
– Provided on demand for storage
Virtualization, Network virtualization, and
Hardware Virtualization.
Software or virtualization layer creates virtual
machines (VMs) where the CPU, RAM, HD,

NIC, and other components behave as
hardware, but are created with software.

Chapter 2

Data Centers, Cloud Computing, and
Virtualization
• Virtualization
– Created by a software layer (virtualization
layer) containing its own operating system
and applications as a physical computer.
Software
As a Service

Infrastructure
As a Service

Figure 2.17 Virtual machines running on a simple computer hardware layer.

Platform
As a Service
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Data Centers, Cloud Computing, and
Virtualization
• Characteristics & Benefits
– Memory-intensive
• Huge amounts of RAM due to massive
processing requirements

– Energy-efficient
• Up to 95% reduction in energy use per
server through less physical hardware

– Scalability and load balancing
• Handles dynamic demand requests like
during the Super Bowl or World Series

Chapter 2

Data Centers, Cloud Computing, and
Virtualization
What is a data center?

A data center consists of a large number of network
servers (Figure 2.13) used for the storage,
processing, management, distribution, and archiving
of data, systems, Web traffic, services, and enterprise
applications. Data center also refers to the building or
facility that houses the servers and equipment.
Describe cloud computing.

Cloud computing is the general term for
infrastructures that use the Internet and private
networks to access, share, and deliver computing
resources.
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Data Centers, Cloud Computing, and
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What is the difference between data centers and cloud computing?

•

•
•

•
•

•
•

•
•

A main difference between a cloud and data center is that a cloud is an off-premise form of
computing that stores data on the Internet. In contrast, a data center refers to on-premises hardware
and equipment that store data within an organization’s local network. Cloud services are outsourced
to a third-party cloud provider who manages the updates, security, and ongoing maintenance. Data
centers are typically run by an in-house IT department.
A data center is owned by the company. Since only the company owns the infrastructure, a data
center is more suitable for organizations that run many different types of applications and have
complex workloads. A data center, like a factory, has limited capacity. Once it is built, the amount of
storage and the workload the center can handle does not change without purchasing and installing
more equipment.
A data center is physically connected to a local network, which makes it easier to restrict access to
apps and information by only authorized, company-approved people and equipment. However, the
cloud is accessible by anyone with the proper credentials and Internet connection. This accessibility
arrangement increases exposure to company data at many more entry and exit points.
Cloud computing is the delivery of computing and storage resources as a service to end-users over a
network. With cloud computing, shared resources (such as hard drives for storage) and software apps
are provided to computers and other devices on-demand, like a public utility. That is, it’s similar to
electricity - a utility that companies have available to them on-demand and pay for it based on usage.
Cloud systems are scalable. That is, they can be adjusted to meet changes in business needs.
A drawback of the cloud is control because a third party manages it. Companies do not have as much
control as they do with a data center.
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Data Centers, Cloud Computing, and
Virtualization
What are the benefits of cloud computing?

•
•
•

•
•

Answers may vary.

Many IT infrastructures are extremely expensive to manage and too
complex to easily adapt. Because cloud computing resources are
scalable “on demand”, this increases IT agility and responsiveness. In a
business world where first movers gain the advantage, IT
responsiveness and agility provide a competitive edge. Access to data in
the cloud is possible via any device that can access the Internet,
allowing users to be more responsive and productive.
Cloud services are outsourced to a third-party cloud provider who
manages the updates, security, and ongoing maintenance, including
backups and disaster recovery, relieving this burden from the business.
The business saves the costs of increased staff, power consumption,
and disposal of discontinued hardware. Additionally, cloud services
significantly reduce IT costs and complexity through improved workload
optimization and service delivery.
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How can cloud computing solve the problems of managing software licenses?
•
Cloud computing makes it more affordable for companies to use services that in the
past would have been packaged as software and required buying, installing and
maintaining on any number of individual machines. A major type of service available via
the cloud is called software as a service, or SaaS.
•
•
Because applications are hosted by vendors and provided on demand, rather than via
physical installations or seat licenses (a key characteristic of cloud computing),
applications are accessed online through a Web browser instead of stored on a
computer. Companies pay only for the computing resources or services they use.
Vendors handle the upgrades and companies do not purchase or manage software
licenses. They simply pay for the number of concurrent users.
What is an SLA? Why are SLAs important?
•
An SLA is a negotiated agreement between a company and service provider that can be
a legally binding contract or an informal contract.
•
•
An SLA serves “as a means of formally documenting the service(s), performance
expectations, responsibilities, and limits between cloud service providers and their
users. A typical SLA describes levels of service using various attributes such as:
availability, serviceability, performance, operations, billing, and penalties associated
with violations of such attributes.” (Cloud Standards Customer Council, 2012, pp. 5–6.)
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What factors should be considered when selecting a cloud vendor or provider?
See Table 2.5:
When are private clouds used instead of public clouds?
•
Companies or government agencies set up their own private clouds when they need stronger security and
control for regulated industries and critical data.
Explain three issues that need to be addressed when moving to cloud computing or services.
•
Issues that need to be addressed when moving to public cloud computing or services include:

•
•

•
•
•
•
•
•
•

Infrastructure issues – Cloud computing runs on a shared infrastructure so there is less customization for a
company’s specific requirements. The network and WAN (wide area network) become more critical in the IT
infrastructure. Network bandwidth is also an issue as enough is needed to support the increase in network
traffic. With cloud computing, it may be more difficult to get to the root of performance problems, like the
unplanned outages that occurred with Google’s Gmail and Workday’s human resources apps. The trade-off is
cost vs. control.
Disruption issues – There is a risk of disrupting operations or customers in the process of moving operations to
the cloud.
Management issues – Putting part of the IT architecture or workload into the cloud requires different
management approaches, different IT skills, and knowing how to manage vendor relationships and contracts.
(The astute student may also describe the following:
Strategic issues such as deciding which workloads to export to the cloud; which set of standards to follow for
cloud computing; how to resolve privacy and security issues; and how departments or business units will get
new IT resources.)
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How does a virtual machine (VM) function?

A virtual machine (VM) is a software layer that runs its own Operating System (OS) and apps as if it were a
physical computer. A VM behaves exactly like a physical computer and contains its own virtual (software
based) CPU, RAM, hard drive and Network Interface Card. An OS cannot tell the difference between a VM
and a physical machine, nor can apps or other computers on a network tell the difference. (See Fig 2.13
for details)
Explain virtualization.

•

•
•

•

•

Virtualization is a concept that has several meanings in IT and therefore several definitions. The major
type of virtualization is hardware virtualization, which remains popular and widely used. Virtualization
is often key part of an enterprise’s disaster recovery plan. In general, virtualization separates
business applications and data from hardware resources. This separation allows companies to pool
hardware resources—rather than to dedicate servers to applications—and assign those resources to
applications as needed. The major types of virtualization are the following:
Storage virtualization is the pooling of physical storage from multiple network storage devices into
what appears to be a single storage device that is managed from a central console.
Network virtualization combines the available resources in a network by splitting the network load into
manageable parts, each of which can be assigned (or reassigned) to a particular server on the
network.
Hardware virtualization is the use of software to emulate hardware or a total computer environment
other than the one the software is actually running in. It allows a piece of hardware to run multiple
operating system images at once. This kind of software is sometimes known as a virtual machine.
Virtualization increases the flexibility of IT assets, allowing companies to consolidate IT infrastructure,
reduce maintenance and administration costs, and prepare for strategic IT initiatives. Virtualization is
not primarily about cost-cutting, which is tactical reason. More importantly, for strategic reasons,
virtualization is used because it enables flexible sourcing, and cloud computing.
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What are the characteristics and benefits of virtualization?

•
•
•
•
•

Memory-intensive: VMs need a huge amount of RAM (random access
memory, or primary memory) because of their massive processing
requirements.
Energy-efficient: VMs minimize energy consumed running and cooling
servers in the data center— representing up to a 95 percent reduction
in energy use per server.
Scalability and load balancing: Virtualization provides load balancing to
handle the demand for requests to the site. The VMware infrastructure
automatically distributes the load across a cluster of physical servers to
ensure the maximum performance of all running VMs.

When is load balancing important?

When a big event happens, such as the Super Bowl, millions of people hit a
Web site at the same time. Virtualization provides load balancing to handle
the demand for requests to the site. Load balancing is key to solving many
of today’s IT challenges.
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• Software as a Service (SaaS)
– End-user apps, like SalesForce
• Platform as a Service (PaaS)

– Tools and services making coding and
deployment faster and more efficient, like Google
App Engine
• Infrastructure as a Service (IaaS)
– Hardware and software that power computing
resources, like EC2 & S3 (Amazon Web Services)
• Data as a Service (DaaS)
– Data shared among clouds, systems, apps,
regardless the data source or storage location.
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• Data as a Service (DaaS)

– Easier for data architects to select data from
different pools, filter out sensitive data, and make
the remaining data available on-demand.

– Eliminates risks and loads of data management
to a third-party cloud provider.
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• Cloudy Weather Ahead?

– Various at-a-service models (such as CRM and
HR management) are still responsible for
regulatory compliance.

– Legal departments become involved due to high
stakes around legal and compliance issues.

– Cut costs, flexibility, and improved
responsiveness require IT, legal, and senior
management oversight.
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What is SaaS?
•
Any software that is provided on demand is referred to as software as a service, or
SaaS.
•
SaaS is a widely used model in which software is available to users as needed.
Specifically, in SaaS, a service provider hosts the application at its data center and
customers access it via a standard Web browser. Other terms for SaaS are on-demand
computing and hosted services. The idea is basically the same: Instead of buying and
installing expensive packaged enterprise applications, users can access software apps
over a network, with an Internet browser being the only necessity. A SaaS provider
licenses an application to customers either on-demand, through a subscription, based
on usage (pay-as-you-go), or increasingly at no cost when the opportunity exists to
generate revenue from advertisements or through other methods.
Describe the cloud computing stack.
•
The cloud computing stack consists of the following three categories:
•
SaaS apps are designed for end-users.
•
PaaS is a set of tools and services that make coding and deploying these apps faster
and more efficient.
•
IaaS consists of hardware and software that power computing resources— servers,
storage, operating systems, and networks.
•

See Figure 2.19 for a graphical representation.
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What is PaaS?

PaaS provides a standard unified platform for app
development, testing, and deployment, thus benefiting
software development. This computing platform allows the
creation of Web applications quickly and easily without the
complexity of buying and maintaining the underlying
infrastructure. Without PaaS, the cost of developing some
apps would be prohibitive. The trend is for PaaS to be
combined with IaaS.
What is IaaS?

Infrastructure as a service (IaaS) is a way of delivering
cloud computing infrastructure as an on-demand service.
Rather than purchasing servers, software, data center
space, or networks, companies instead buy all computing
resources as a fully outsourced service.
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Why is DaaS growing in popularity?
• The DaaS model is growing in popularity as data become more complex,
difficult, and expensive to maintain.
•
• Data as a service (DaaS) enables data to be shared among clouds, systems,
apps, and so on regardless of the data source or where they are stored.
DaaS makes it easier for data architects to select data from different pools,
filter out sensitive data, and make the remaining data available on-demand.
A key benefit of DaaS is the elimination of the risks and burdens of data
management to a third-party cloud provider.
How might companies risk violating regulation or compliance requirements with
cloud services?
Companies are frequently adopting software, platform, infrastructure, data
management and starting to embrace mobility as a service and big data as a
service because they typically no longer have to worry about the costs of buying,
maintaining, or updating their own data servers. Regulations mandate that
confidential data be protected regardless of whether the data are on-premises
on in the cloud. Therefore, a company’s legal department needs to get involved
in these IT decisions. Put simply, moving to cloud services is not simply an IT
decision because the stakes around legal and compliance issues are very high.
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